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↑ What is "already known" in this topic: {#box1}
========================================

-   Confidentiality is fundamental to gain patient\'s trust.

-   Physicians must be adequately aware of the related dilemmas, regulations and codes of confidentiality of their country of practice.

→ What this article adds: {#box2}
=========================

-   Female interns are more knowledgeable about confidentiality issues than their male counterparts.

-   Medical students lack ample knowledge and attitude about patients' confidentiality rights.

-   Confidentiality issues must be integrated into the medical curriculum.

Introduction {#s1}
============

Privacy and confidentiality are highly emphasized in codes of ethics approved by different medical communities and associations ([@R1]); also the World Federation for Medical Education (WFME) has emphasized the necessity to balance academic and behavioral capabilities of medical students ([@R2]). Since maintaining the patient\'s secrets, increases trust and confidence between doctor and patient and promotes the efficiency and effectiveness of medical interventions and treatment processes, to encourage patients to disclose their information properly is important ([@R3]). In addition, the Association of American Medical Colleges (AAMC) emphasizes the responsibility of medical schools to train competent students with the ability to make ethical decisions in ethical dilemmas ([@R4]). However, commitment to confidentiality is not an absolute responsibility, and in certain circumstances, physicians may be required to ignore the confidentiality of the patient. In order to prevent subjectivity, some countries have specified the situation-relevant cases that can fall under the exception of confidentiality.

In all medical encounters, physicians must ensure patients that their information will remain confidential, and understand that releasing patient's secrets jeopardizes patient trust. The high sensitivity of patient privacy in medical and health professions requires physicians to be adequately aware of the related dilemmas, regulations and confidentiality codes of each country. ([@R1])

In the medical profession, confidentiality is fundamental to gain the patient\'s trust and help physicians to establish a good rapport with patients. The patient communicates all his/her concerns with the physician, bearing in mind that the physician supports confidentiality and advocates physician-patient relationship. Sometimes, the physician is requested to provide information about the patient's health condition and employability. In these cases, the physician has to keep in mind that s/he is not allowed to disclose patient's mental and physical disorders that have been disclosed to her/him or were diagnosed during the examinations without patient\'s permission. Revealing the patient's secret is a breach of trust and violation of professional responsibility. However, the physician is allowed to compromise her/his responsibilities in individual particular legal cases and under certain terms and conditions. ([@R5])

Keeping patient's secrets confidential is crucial for a trustful doctor-patient relationship that is emphasized by General Medical Council (GMC) and Medical Schools Council, which is patient's right to expect. In many cases, information disclosure is "unplanned and unintentional, and in cases that it must be released in public or social media, anonymity must be assured". Moreover, patient's permission to share his/her information with his/her significant others must be secured before any sharing occurs ([@R6]). In this regard, General Medical Council has released a guide entitled "Confidentiality: good practice in handling patient information" on patient privacy and disclosure of information (2017) and expects all doctors to understand and follow it to manage and protect patient information. ([@R7])

The patients' secrets are to remain confidential for a number of reasons, including maintenance of trust and confidence between physician and patient, encouraging patients to refer to a physician or a health center for treatment, and revealing the vital information that facilitates the treatment. Respecting confidentiality increases patient's compliance, respects patient's rights, and prevents social, political and economic discrimination due to patient's health status. This issue, in addition to the role and status of physicians, intensely affect physician-patient relationship. ([@R8]) Thus, it is necessary to assess medical students' knowledge and attitude of patients' confidentiality before they commence practicing medical profession independently. In regard to the importance of the matter, this research is an attempt to discuss the benchmark of knowledge and attitudes of Iranian medical students towards principles of patient\'s privacy and confidentiality.

Methods {#s2}
=======

This analytical cross-sectional study was performed in 2013-2014. The purpose of this study was to determine the level of knowledge and attitude of medical students about confidentiality considerations in patients. Using stratified random sampling, 200 interns of Iran University of Medical Sciences (university entrance years of 2005, 2006 and 2007) were enrolled to participate in the study.

Data collection instruments were a demographic and a self-administered questionnaire developed by Hosseini Ghavamabad et al. ([@R9]) which consisted of two sections: (a) Knowledge (17 multiple choice questions), and (b) Attitude (17 statements regarding the same questions of Knowledge section), on a 5 point Likert scale. The questionnaire had face, content and construct validity for both knowledge and attitude sections and confirmatory factor analysis confirms the acceptable validity of all the questions and their appropriateness to collect data.

Ethical approval of the study was obtained from IUMS Ethics Committee. Interns who entered medical school between the years 2005-2007 were identified. The importance of the issue and significance of the application of the research results were explained to them, and qualified students were invited to participate in the research. The students were ensured that their information would remain confidential.

The completed questionnaires were coded, and data analysis was conducted by indices of analysis and testing, and descriptive (percentage frequency distribution, mean and standard error) and inferential statistics (Chi-square, student t-test, Pearson correlation coefficient and Eta correlation ratio). The groups were compared by the Compare Means Test. In all the tests, the confidence coefficient was considered to be 95 percent (level of significance = 0.05). To analyze knowledge, the number of correct answers to the questions of knowledge was calculated as the sum score for each individual. To analyze attitude, the correct direction of attitude in every question was determined. The continuum of strongly agree and agree, and those of strongly disagree and disagree were merged. The questions answered correctly by less than 50 percent of the students were considered as the confidentiality threshold of students' knowledge and attitude weakness. Chi-Square was used to evaluate the effect of gender, marital status, university entrance year and age. To compare mean attitude score by demographic variables, student t-test was used. To illustrate the relationship between quantitative variables, Pearson correlation and for the correlation of qualitative variables, Eta correlation ratio and Chi-Square were used.

Results {#s3}
=======

In this study, the response rate was 80 percent (from 200 distributed questionnaires 160 were returned). Number of participants who entered the university in 2005, 2006, and 2007 were 45 (%28.1), 80 (%50) and 35 (%21.9), respectively. The participants were 108 females (%67.5) and 52 males (%32.5) with a age range between 23 and 40 years; 129 students were single (%80.6), and 31 of them were married (%19.4) ([Table 1](#T1){ref-type="table"}).

###### The knowledge and attitude of medical students toward confidentiality according to their demographic characteristics

  ----------------------- ---------------------- --------- ------------------------------------------------------------------ --------- ----------------------------------------------------------------- -------
  \                       \                      \         The average percent of correct answers to questions of knowledge   p         The average percent of correct answers to questions of attitude   p
  Demographic variables   Variable classes       Numbers                                                                                                                                                  

  Gender                  Female\                108\      59.5%\                                                             \<0.001   57.5%\                                                            0.001
                          Male                   52        50.6%                                                                        50.9%                                                             

  Marital Status          Single\                129\      56.7%\                                                             0.816     54.8%\                                                            0.226
                          Married                31        56.2%                                                                        57.7%                                                             

  Age                     20,25,26,30 and \>30   82\       57.7%\                                                             0.475     58.8%\                                                            0.181
                                                 76\       55.4%\                                                                       51.7%\                                                            
                                                 2         55.9%                                                                        55.9%                                                             

  University entrance\    84\                    45\       60.1%\                                                             0.049     54.1%\                                                            0.488
  Year                    85\                    80\       54.6%\                                                                       56.5%\                                                            
                          86                     35        56.6%                                                                        54.3%                                                             
  ----------------------- ---------------------- --------- ------------------------------------------------------------------ --------- ----------------------------------------------------------------- -------

The mean percent of correct responses to the questions of knowledge was 56.6% (9.6 / 17). The lowest number of correct answers belonged to the question number fifteen which was about revealing the secrets of patients to other physicians without patient\'s permission (31.9%). The highest number of correct answers belonged to the question number sixteen (%86.9), which was about not revealing the reason for hospitalization of celebrities to other physicians. In sum, the least degree of knowledge and awareness was about revealing patients' information to treating physician, providing information to the patient\'s trusted physicians, providing information to the police and informing the employer about the medical conditions of the patient. Only 41.2 percent of students knew that the police is not allowed to have full access to the patients' information.

The average percent of correct answers to the questions related to attitude were 55.3% (9.4 out of 17). The least number of correct answers to attitude was %7.5, related to the question number 15, in regard to informing the treating physician about the cause of a sickness which was revealed by the patient to the medical student as a secret. Moreover, the students did not have sound knowledge and appropriate attitude towards not revealing the secrets of patients, especially those affected by AIDS. On average, females had acceptable attitudes about 57.5% of the questions, whereas this was 50.9% for males. Therefore, female's attitudes have been more correct than their male counterparts (p\<0.001).

The questions to which the research participants answered incorrectly included: inadequate awareness, providing the journalist with information of diseases of the celebrities and well-known people, revealing the type of disease to the patient family, disclosing the secrets that have been detected during examination by the physician, reporting test results to the police and issuing health certificate in response to requests of employers. Less than 50% of the participants provided correct answers to the mentioned questions, which is indicative of inadequate knowledge. Moreover, regarding the attitude section, there was an inappropriate attitude toward matters such as keeping the patients' information from other researchers as a secret, not disclosing the patient's sickness to her/his relatives and friends, and keeping the secrets that are diagnosed during the patient examination.

Discussion {#s4}
==========

This research has been carried out to determine the degree of knowledge and attitude of interns regarding patient confidentiality. In a similar research done on physicians, nurses and faculty members of McGill University, the most important finding was lack of staff awareness about police easy access to information of patients. ([@R10])

From the point of view of the study participants, if a patient secretly talks about his/her cause of illness, it is the student responsibility to explain it to the treating physician regardless of the patient's permission (69.1% of the students incorrectly answered this question). In the same vein, in the attitude section, only %7.5 of the study participants had chosen the correct answer. As a result, different levels of attitude and knowledge were observed among students, and they unconsciously ignored confidentiality rules. Also, the students believed that the patient's family and friends are his/her confidant; hence, physicians are allowed to inform them about the health status of the patient, e.g. HIV test.

In Ian Shrier's research, a high percentage of the participants had a low degree of familiarity with confidentiality rules, and in cases where there was a contradiction between knowledge and attitude prediction of the subsequent behavior was a hurdle. ([@R10]) In another research on patient confidentiality, Moridzadeh found that half of the general practitioners, scored less than %50 of total and the mean of their scores was 51 percent. ([@R11]) The present study showed that female interns were more knowledgeable than their male counterparts which is similar to Moridzadeh's research findings.

Another research in teaching hospitals of Khorramabad (Iran) on the familiarity of physicians and nurses to legal aspects of patients' privacy indicates that the participants\' overall awareness of correct responses was 42.1%; and 7.5% of them did not answer the questions related to the legal aspects of confidentiality. Concerning disclosure of patient\'s secrets, the highest degree of unawareness was 65.6%, which indicates low awareness of the participants. However, these differences may be due to the administered research instruments. ([@R12]) Sheikhtaheri et al. study on physicians\' awareness of legal aspects of patients' privacy in teaching hospitals of Kashan (Iran) in 2007 indicated that only 37.3% of the physicians had provided correct answers to patient\'s privacy questions. ([@R13]) In another research on hospitalized patients, the percentage of respecting patient's rights on privacy of medical information was 63.05 percent. ([@R14])

In another study, culture, religion, and point of views of inhabitants of a region were considered as the basis of modern medical practice. ([@R15]) Moreover, Sanker et al. in a study on adolescents and vulnerable groups (e.g. mentally ill, HIV positive, battered women, etc.) found that these groups were reluctant to report their illness due to privacy and confidentiality concerns. ([@R16])

Ian Shrier's research results indicated that despite patient satisfaction of the role of physicians in their treatment, they prefer their information to remain confidential. The results of this research yield that there is a low degree of awareness in university systems about confidentiality. ([@R10]) Yousuf et al. in a cross-sectional comparative study on physicians' awareness, knowledge and attitude towards securing informed consent, found that all respondents believed that although it is less probable that patients reveal all their secrets, their diagnosis should not be released. ([@R15])

Conclusion {#s5}
==========

The findings of this research indicated that there are some deficiencies in medical students' knowledge and attitude in regard to patients' confidentiality rights. Therefore, enrichment and development of the medical curriculum will promote the educational attainment of medical students in relation to confidentiality and privacy of patients, Iran Ministry of Health and Medical Education that is responsible for centralized medical curriculum revisions should consider the importance of confidentiality of patients\' information in the curriculum to educate knowledgeable physicians with positive attitude about enacting ethical rules in their practice.

Moreover, in regard to the special features of medical ethics and its crucial importance, the medical curriculum must include ethical codes and guide professional behavior of physicians; therefore, the issue of confidentiality must be integrated into medical curriculums.

Study Limitation {#s6}
================

The study was conducted in one medical school. It is suggested that the questionnaire to be distributed in other medical universities of the country to gain more data in this regard. In addition, the sampling method was not random, and this might reduce the generalizability of the findings.
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